IDM Configuration.

1. Login XI link. Click on square menu beside e-emphasys logo (left hand corner top)
2. Navigate to Infor ION API  Authorized Apps tab (Image 1)
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Image 1

3. Click on Add New App. You will get below screen (Image 2)
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Image 2
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Image 3
4. Enter name as “xApps Service”. Select Backend service. Enter description “xApps Service”.  Refer Image 2.  Keep “OAuth 2.0 Access Token” as 2 hours refer image 3. Click save.
5. After Save you will get popup as Image 4. Click ok.:
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Image 4
6. After click ok you will get below screen Image 5:
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Image 5
7. Click on download credentials. After clicking download credentials you will get below screen Enter baan as username and select baan user .(Image 6)
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Image 6
8.Click on download and save the file on your machine (Image 7)
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Image 7
9 . When you open the download file you will get below values. These are dummy values. Values change as per ERP environment:
{"ti":"infor","cn":"Service",
"ci":"infor~KJPyJIV3YhiPSuViknJvC-iiearfaRbicRV6IQjfLW8",
"cs":"Bwnon8ukk-_zqQ3iC-gNnHiUYw9WcsJBd2I2v3DpCHNDu5FdfixbE2SCGaWaeC1lpDCU0FvioPcTqa5yQ_YD_A",
"iu":"https://proximarck.e-emphasys.com:7443",
"pu":"https://proximarck.e-emphasys.com:810/InforIntSTS/",
"oa":"connect/authorize",
"ot":"connect/token",
"or":"connect/revocation",
"ev":"E1585858596","v":"1.0",
"saak":"infor#rQhMdyykcEKpXQ1LM2uatFz_jF_q2VGlqdzreNVZPF6XhIQ0V4TPSvyTc2ZsKS93IpXm7JzwwNFCQbqn1JkHQQ",
"sask":"16YxqicCbNQzNu3ppLkcB7xAyb8m04fe5PqoALlRJUUQIQZV6O_NeAzSV7u_fN1ubtD4tAgZXBGMMBavX5T0qg"
}

10. Now open IDM service web.config hosted on xApps environment. You will see below app keys:
<add key="aspnet:UseTaskFriendlySynchronizationContext" value="true" />
    <add key="aspnet:UseTaskFriendlySynchronizationContext" value="true" />

    <add key="DocumentUpload" value=" https://proximarck.e-emphasys.com:7443/infor/IDM/api/items" /> : Here copy value from “iu” from point 9 and paste here upto highlighted mark. We have highlighted with same color in point 9

    <add key="DocumentSearch" value=" https://proximarck.e-emphasys.com:7443/infor/IDM/api/items/search" /> : Here copy value from “iu” from point 9 and paste her upto highlighted mark. We have highlighted with same color in point 9


    <add key="DocumentCount" value=" https://proximarck.e-emphasys.com:7443/infor/IDM/api/items/count" /> : Here copy value from “iu” from point 9 and paste her upto highlighted mark. We have highlighted with same color in point 9


    <add key="TokenUrl" value=" https://proximarck.e-emphasys.com:810/InforIntSTS /connect/token" /> : Here copy value from “pu” from point 9 and paste her upto highlighted mark. We have highlighted with same color in point 9


    <add key="clientId" value="infor~4or2CVAhR8d3U5ExcDhF9747qJcQ80EaDKjg3VnPz_Y" /> :
Here copy value from “ci” from point 9 and paste her upto highlighted mark. We have highlighted with same color in point 9


    <add key="clientSecret" value="Oxvec0LVqcOZhVElIahzZ_xWwTKjRMEBd4Rys1AU5UwqMH9GRime3c5Bgc2nw2KfCCHaLIiPngagV54m3II5iA" /> Here copy value from “cs” from point 9 and paste her upto highlighted mark. We have highlighted with same color in point 9


    <add key="saak" value="infor#4q2pGkbgHrHb2iFi917Tqf9SvbAIZGO4Db3D66WG4rxPl6oNKqIHBwIDFC5ZLbt_J20LPIvbHN7iCjlfN_XPMg" /> Here copy value from “saak” from point 9 and paste her upto highlighted mark. We have highlighted with same color in point 9

    <add key="sask" value="_XBf7uJHJXLSq1rapS1wqvgTUpMdP2eSuQQ0dkTQ_c5ObAQbDq7RAdQzQVZrGqOdGcszw0rCv853zkfpyrbRvg" /> Here copy value from “sask” from point 9 and paste her upto highlighted mark. We have highlighted with same color in point 9

Keep below keys as it is:

    <add key="TwilioAccountSid" value="AC9eb68b6d8cffbfafa48edcf829672b4e" />
    <add key="TwilioAuthToken" value="c98223d7fc899162fce943a070641636" />
    <add key="TwilioFromnumber" value="+13236010369" />
    
    <add key="GoogleApiKeyForShortKey" value="" />
    <add key="TinyURLService" value="http://tinyurl.com/api-create.php?url= " />

11. Change local database connection string in IDM web config accordingly.

12. Download deployment package of IDM. Create folder in xAppsUAT/xAppsLive folder as IDM. Paste contents from Deployment package IDMApplication folder in IDM folder created. 
Configure IDM in IIS. Create app pool for IDM in IIS as IDM_UAT/IDM_Live depending upon UAT or live environment.
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Image 8

13. After adding pool. Select the pool from list of pools and click advance settings and configure (Image 9). Enable 32 bit application to true. Identity set to local system. Idle time out  1440 . click ok
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Image 9

14. Add VDE as IDMService in IIS with its pool configured. Give folder path where IDM application is stored in computer drive  in IIS .   Go to sites in IISxAppsUATRight click xAppsUATAdd applicationAlias name IDMServiceApp pool IDM_UATPhysical path where application folder is keptclick ok . (Image 10). This is for UAT. Same will be for live
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Image 10
15. Create database IDM_UAT in local database server and execute the scripts.

16. In deployment package for application  IDMApplication

17. In deployment package for scripts IDMScripts

18. Now in eScheduler and eServiceTech web config file add values in below keys:
In IdmDocumentManagemetService add value of “pu” in point 9 upto port number.
In IdmTokenAttributeService add value of DNS i.e DNS URL upto port number. For example : https://xxx.xxx.com:9004
<add key="IdmDocumentManagemetService" value="https://xidemo05.e-emphasys.com:7443/infor/IDM/api/" />

		<add key="IdmTokenAttributeService" value="DNS/IDMService/IdmJsonService.svc" />
		<add key="EnableIDM" value="false"/>

<add key="EnableIDM" value="true"/>




image6.png
d-bBb:

99de72de7ad?favoriteCont

noe &=

<« c @ © & hitpsy//proximarck.e-emphasys.com:810/infor/b678dbb6.

Non-Infor Authorized App

Name *

senviee Download Credentials
Type | Aservice account will be created using the user name and description

Backend Service UserName
Descrption*

XAoRs Service

Description
Service - 1/21/21 11:55 AM

Client ID

infor~KIPyJIV3YNiPSUViknJvC-iiearfaRbicRV
Secret This will be your only opportunity to download these credentials. Previously downloaded credentials

. are no longer valid. You are responsible for storing these credentials securely
OAUth 2.0 Access Token

DOWNLOAD CANCEL
2 Hours -

=@ issue Refresh Tokens




image7.png
Opening Senviceionapi
You have chosen to open:

3 Servicedonapi
which is: IONAPI file (583 bytes)
from: hitps://proximarck.e-emphasys.com:810

What should Firefox do with thi file?
O penwith | Applications\notepad.exe (defaul) °
©saveFile

[ this automaticalyfo ile ke thisfrom now on.

oK Cancel





image8.png
‘Add Application Pool 70X

e
et

i .
—
e

Start application pool immediately

oK Cancel





image9.png
Advanced Settings 70X

v (General) ~
NET CLR Version vao
True 5
Managed Pipeline Mode Integrated
Name IDM_UAT
Queue Length 1000
Start Mode: OnDemand
v
Limit (percent) 0
Limit Action NoAction
Limit Interval (minutes) 5
NUMA Node Affinity Mode ~ Soft
NUMA Node Assignment MostAvailableMemory
Processor Affinity Enabled  False
Processor Affinity Mask 4204967295
Processor Affinity Mask (64-bit ¢ 4294967205
Processor Group 0
~ Process Model
Generate Process Model Event L v
Enable 32-Bit Applications

[enable32BitAppORWin6d] I st to true for an application pool on a 64-bit
‘operating system, the worker process(es) serving the application pool will
be in WOW84 (Windows on Windows4) mode. Processes in WOW64 mo.

oK Cancel

tegT SeaTSySTEmT





image10.png
‘Add Application

Sitename:  xAppsQA
Path: /

Alias: Application pool:

oMsenice ] [omuar

Bxample: sles
Physical path:

Pass-through authentication

Connectas... | | 1

tin

[ Enable Preload

Select...

Cancel





image1.png
« c @ © @ hitpsy/proximarck.e-emphasys.com:510/infor/b678dbb6. le7ad?favoriteConte In @ ®
Infor ION API

Available APls  Authorized Apps  General Seftings ~ API Metadata

Authorized Apps -}~ ADD NEW APP
_m

ERP_Integration ERP Integration Backend Service Non-Infor Enabled

Infor Document Management (IDM) Mobile is a central repository application for users
Infor Document to create, access. and interact with their business-related files and documents. The
Management application easily integrates with organizational systems to provide key document
storage and administration on the go.

Mobile (i0S) Infor Enabled

Infor Ming le™ Wobile is a comprehensive application for social collaboration and
business process management that helps users work smarter and faster anytime, and
from anywhere. The application easlly integrates organizational systems with

Infor Ming le™ innovative social collaboration technologies to help users work smarter and faster. Mobile (10S) Infor Enabled
Boost productivity and efficiency by sharing and communicating around information
such as documents, plans, and photos from a centralized location, with all activity
captured and easily searchable.




image2.png
< c @ © @ hitps://proximarck.e-emphasys.com:810/infor/b678dbb6- 92d-bBb7-699de72de7ad? favoriteContex
Infor ION API 2

Available APls  Authorized Apps  General Seftings ~ API Metadata

Non-Infor New Authorized App

Name *

XApps Service

Type ™

o

Mobile - Android
O Mobile - 108
O Mobile - Windows
O Mobile - Others
O web

@® Backend senvice

Description *




image3.png
<« Cc © @ hitps://proximarck.e-emphasys.com:810/infor/b678dbb6-f704-492d-b8b7-699de72de7ad favoriteConte: IR n @ ®

@® Backend senvice

Description *

XApps Service|

Client ID
Secret

OAuth 2.0 Access Token

2 Hours - ‘

=@ issue Refresh Tokens

Refresh Token Grant Lifetime *

Enter 0 for Refresh Tokens to never expire | Hours ~ ~





image4.png
Successfully Saved

[

=ns
e

Tokens to never expire | Hours





image5.png
<« c @ © & hitpsy/proximarck.e-emphasys.com:a10/infor/bE78dbb6-7 -bab7 N @D ® & =

Non-Infor Authorized App

de7ad?favoriteContex

Name *

service

Type

Backend Service

Description *

XARRs Service

Client ID

Infor~KUPYJIV3YhiPSuUViknJvC-iiearfaRbicRVE

Secret

DOWNLOAD CREDENTIALS RESET SECRET

OAuth 2.0 Access Token

2 Hours -

=@ issue Refresh Tokens




